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Summary of
Are the Middle School Students in San Mateo
County Trained in Issues of Internet Safety?
Issue
What is the extent and adequacy of Internet safety instruction offered to sixth, seventh
and eighth grade students in San Mateo County schools?

Summary
The use of the computer and Internet access has become an invaluable tool for students
starting at the elementary level. They have learned about computers at school and have
sufficient experience so that in many cases they are more savvy users than their parents.
The Internet has become an integral part of their lives. With the many benefits come
some safety risks that should be addressed at early levels of computer access. The 20062007 San Mateo County Civil Grand Jury (Grand Jury) surveyed elementary school
districts in the County and interviewed educators, law enforcement officials and
curriculum providers. As a result of this investigation, the Grand Jury concluded that
while some Internet safety is taught in our schools, there is no district-wide, established
curriculum for this topic. The Grand Jury recommends that the school districts in San
Mateo County establish formal Internet safety programs for all sixth, seventh and eighth
grade students.

Are the Middle School Students in San Mateo
County Trained in Issues of Internet Safety?
Issue
What is the extent and adequacy of Internet safety instruction offered to sixth, seventh
and eighth grade students in San Mateo County schools?

Background
Today’s preteen and teenaged students have grown up with home computers. They have
learned about computers at school and have sufficient experience so that in many cases
they are more savvy users than their parents. The Internet is an integral part of their
lives.
A report in the Journal of Computer-Mediated Communication 1 estimated that over 17
million American teenagers, ages 12 through 17, use the Internet. This is 73% of those in
this age bracket. The American Medical Association Alliance has estimated that one in
seven children between the ages of 12 and 17 had received unwanted sexual solicitation
via the Internet, one in three was exposed to unwanted sexual material, and one in eleven
had threatening or offensive behavior directed at them. It is clear that a new generation
of safety risks accompanies our youth’s acceptance of and proficiency with computer
technology. Such things as cyber-predators and cyber-bullying are threats with which
students must learn to deal.
Many preteen and teenaged students have been exposed to cyber-predator activity while
on social networking sites such as MySpace and Friendster. The Center for Missing and
Exploited Children reported that there were more than 2,600 incidents of adults using the
Internet to entice children in 2006 2 . Most incidents occurred on social networking sites.
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Cyber-bullying, i.e., the use of social networking sites and other forms of electronic
communication to humiliate or threaten others, is a growing problem among preteens and
teenagers. Rosalind Wiseman, an educator and national expert on cyber-bullying, states
in an article in Parade Magazine 3 that 75% of middle school students have visited a
website bashing another student and 40% have had their password stolen and changed by
a bully.
Some school districts within San Mateo County (County) enroll sixth, seventh and eighth
grade students in middle schools, while others have sixth, seventh and eighth grades as
part of an elementary program (K-8). This report focuses on the computer safety needs
of students in these three grades, regardless of whether or not they are separated in a
middle school.

Investigation
The 2006-2007 San Mateo County Civil Grand Jury (Grand Jury) surveyed 20
elementary school districts in the County to determine how much Internet safety
instruction was provided.
The Grand Jury interviewed members of the Rapid Enforcement Computer Team
Taskforce (REACT). REACT is a multi-jurisdictional task force supervised by the FBI.
It includes members of the County Sheriff’s Department and other local law enforcement
agencies that focus on technology crime investigations. REACT gave Grand Jurors an
overview of the safety issues connected with the use of the Internet by preteen and
teenaged students.
The Grand Jury researched organizations offering instructional support and curriculum to
schools and community groups, met with representatives of these organizations, and
attended a workshop on this topic.
The Grand Jury interviewed school district representatives. Instructors of formal Internet
safety programs at two private schools were also contacted.

Findings
•

3

All middle schools in the County appear to be in compliance with California
Education Code Sections 18030.5, which require them to establish rules for
use of school-provided computers and Internet connections. All elementary
school districts in the County have developed Acceptable Use Policies (AUP)
that are much like contracts. They outline how students are to use schoolprovided computer technology, including what uses are or are not allowed,
and the consequences for violating the policy. Typically, the student, and the
student’s parents sign the AUP.
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•

According to the survey, County districts spoke have technical liaison
positions in each middle school. These positions interface with a lead
technical advisor in their respective district offices who may provide
workshops and updates for the schools’ technical liaisons.

•

Many elementary school districts offer handouts and display posters (see
Appendix A) cautioning students about cyber-bullying and cyber-predators, as
well as warning students of the potential dangers inherent in social networking
sites, such as MySpace and Friendster.

•

Some County middle schools include Internet safety as part of the instruction
in computer science classes, but no public elementary school district has
established a curriculum that specifically deals with Internet safety.

•

Several organizations offer Internet safety support to schools, parents and
students; some also offer curriculum and consultation. Of the organizations
researched by the Grand Jury, a nonprofit foundation called i-SAFE provided
the most comprehensive and detailed training and support. It offers a K-12
curriculum and a community outreach program to students, law enforcement
and community. i-SAFE is funded by the U.S. Department of Justice and
does not charge for its services.

•

Some schools in the County have Internet safety components in computer lab
classes, but not all students are required to attend these classes.

•

The survey results of all school districts in the County indicate that there is no
district-wide curriculum covering issues of cyber-predators, cyber-bullying or
appropriate off-campus computer use.

Conclusion
The Grand Jury concludes that Internet safety instruction for sixth, seventh and eighth
grade students in the County should be expanded and formalized.

Recommendations
The San Mateo County Civil Grand Jury recommends that the Board of Trustees of each
elementary school district in the County:
1. Adopt an Internet safety program for all sixth, seventh and eighth grade students.
This program should be based on the i-SAFE model and be implemented no later
than the 2008-2009 school year.
2. Adopt an Acceptable Use Policy that clearly defines cyber-bullying and includes
a no-tolerance policy of cyber-bullying activities with detailed consequences if
this policy is broken.

Millbrae School District
555 Richmond Drive
Millbrae, CA 94030

June 26, 2007

Hon. John L. Grandsaert
Judge of the Superior Court
Hall of Justice
400 County Center, 2nd Floor
Redwood City, CA 94063-1655
Dear Judge Grandsaert:
The Millbrae School District is in receipt of the Grand Jury Report of June 21, 2007 which contains
findings and recommendations re: Summary of: Are the Middle Schools in San Mateo County Trained
in Issues of Internet Safety?
In response to the Grand Jury’s recommendations, the Millbrae School District submits the following:
1.

Recommendation:
Adopt an Internet safety program for all sixth, seventh and eighth grade students.
This program should be based on the i-SAFE model and be implemented no later
than the 2008-09 school year.
District Response:
The Millbrae School District agrees that Internet Safety is a priority and that middle school
students should receive instruction re: its importance. However, further analysis is needed
regarding whether or not a formal program such as i-SAFE is appropriate instruction. The
matter of Internet Safety instruction will be referred to the District Technology Committee for
further research and study and to determine whether this recommendation is warranted and
reasonable.

2.

Recommendation:
Adopt an Acceptable Use Policy that clearly defines cyber-bullying and includes a
no-tolerance policy of cyber-bullying activities with detailed consequences if this
policy is broken.
District Response
The Millbrae School District agrees that Acceptable Use Policies are essential prior to student
use of the Internet.
The Millbrae School District has implemented an “Ethical Use Agreement For Technology &
Internet Safety Requirements” for students which is very detailed and specific, and is updated
on a regular basis. Students and parents are required to sign a new agreement annually
before students are permitted Internet Access.

Hon. John L. Grandsaert
June 26, 2007
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The recommendation that this agreement “clearly define cyber-bullying and include a
no-tolerance policy of cyber-bullying activities with detailed consequences if the policy is
broken” will be referred to the District Technology Committee for further analysis and study
and to determine whether the recommendation is warranted and reasonable.
Sincerely,

Karen K. Philip
Superintendent
c:
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Board of Trustees
Admin, Dr. Martin
Technology Committee
Michele Dawson
Frank Logomarsino

Administrative Offices
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June 29, 2007
Honorable John L. Grandsaert
Judge of the Superior Court
Hall of Justice
400 County Center: 2nd Floor
Redwood City, CA 94063-1655

Dear Judge Grandsaert:
The following comments are in response to the Grand Jury Recommendations related to Internet Safety
for sixth, seventh, and eight grade students:
1. …each elementary school district in the County should adopt an Internet safety program
for all sixth, seventh and eighth grade students. This program should be based on the iSAFE model and be implemented no later than the 2008-09 school year.
We agree, and the recommendation has been implemented. The Las Lomitas Elementary School
District has had an Internet safety program and access guidelines for several years. Materials are
distributed at the beginning of each school year and to each new enrollee throughout the year. 6th
grade students participate annually in a training session delivered by a police officer who represents / is trained in the i-SAFE model. Sessions are also provided for parents.
2. …each elementary school district in the County should adopt an Acceptable Use Policy
that clearly defines cyber-bullying and includes a no-tolerance policy of cyber-bullying activities with detailed consequences if this policy is broken.
We agree, and the recommendation has been implemented. The Las Lomitas Elementary School
District has had an Acceptable Use Policy for seven years. The terms of the Agreement signed
by parents and students are reviewed by staff annually and updated. “Cyber-bullying” activity has
been addressed in Board Policy 6163.4 by implication since the beginning, but the specific term
“cyber-bullying” will be added in the Agreements to be signed in September 2007. The middle
school student handbook already includes an explanation of / consequences for cyber-bullying.

Sincerely,

Mary Ann Somerville
District Superintendent

South San Francisco Unified School District
Response to the San Mateo County Grand Jury Report
Middle School Students Internet Safety Report
July 2, 2007

Grand Jury Findings
1. “All middle schools in the County appear to be in compliance with California Education
Code Sections 18030.5, which require them to establish rules for use of school-provided
computers and Internet connections. All elementary school districts in the County have
developed Acceptable Use Policies (AUP) that are much like contracts.”
SSFUSD Response: Agrees
2. “…County districts …have technical liaison positions in each middle school. These
positions interface with a lead technical advisory in their respective district offices who may
provide workshops and updates for the schools’ technical liaisons.”
SSFUSD Response: Agrees
3. “Many elementary school districts offer handouts and display posters cautioning students
about cyber-bullying and cyber-predators, as well as warning students of the potential
dangers inherent in social networking sites, such as MySpace and Friendster.”
SSFUSD Response: Agrees
4. “Some County middle schools include Internet Safety as part of the instruction in computer
science classes, but no public elementary school district has established a curriculum that
specifically deals with Internet safety.”
SSFUSD Response: Agrees
5. “Several organizations offer Internet safety support to schools, parents and students; some
also offer curriculum and consultation. Of the organizations research by the Grand Jury, a
nonprofit foundation called I-SAFE provided the most comprehensive and detailed training
and support….”
SSFUSD Response: Disagrees; the District has not assessed available services and
programs and is unable to endorse a specific curriculum until that analysis has been
completed.
6. “Some schools in the County have Internet safety components in computer lab classes, but
not all students are required to attend these classes.”

SSFUSD Response: Agrees
7. “The survey results of all school districts in the County indicate that there is no district-wide
curriculum covering issues of cyber-predators, cyber-bullying or appropriate off-campus
computer use.”
SSFUSD Response: Agrees

Grand Jury Recommendations
1. “Adopt an Internet safety program for all sixth, seventh and eighth grade students.
This program should be based on the I-SAFE model and be implemented no later than
the 2008-2009 school year.”
SSFUSD Response: The recommendation requires further analysis. (a) The District has not
had the opportunity to assess available services and curricula dealing with cyber-safety. (b)
The existing curriculum requirements are already extensive, leaving little room in the master
schedule for yet another program or curriculum. (c) Implementation of a curriculum that
would reach all students along with the necessary accompanying professional development
present major time and financial challenges. (d) The six month deadline stated in the Grand
Jury letter dated June 21 is not realistic.
The District will assign the analysis of available Internet safety curricula and services
provided by third party organizations to the Educational Technology Committee, composed
of representatives from Education Services, site administrators and media/library teachers.
The Committee will develop recommendations to Education Services regarding (a) the
cyber-safety program and/or curriculum that is appropriate for the students of South San
Francisco and (b) implementation of that program and/or curriculum. Education Services
may submit those recommendations to the appropriate District Curriculum Committee for
review and revision. Based on the input from the Educational Technology and the
Curriculum Committees, Education Services will submit recommendations to the Board of
Education for approval.
The next meeting of the Educational Technology Committee will be October 2007. Given
that the Grand Jury report was released after the close of the 2006-07 school year and that
significant time and buy-in is required to develop and adopt a new curriculum, the District
proposes that the Educational Technology Committee prepares initial recommendations to
Education Services by the December deadline. Final recommendations will be presented to
the Board by May 2008.

2. “Adopt an Acceptable Use Policy that clearly defines cyber-bullying and includes a notolerance policy of cyber-bullying activities with detailed consequences if this policy is
broken.”
SSFUSD Response: The recommendation has not been implemented. The Acceptable Use
Policy (AUP) for 2007-08 has already been printed and distributed to the schools for the
2007-08 back-to-school packets. District will revise the AUP by May 2008 and distributed
to all students at the beginning of the 2008-09 school year.

July 25, 2007
Hon. John L. Grandsaert
Judge of the Superior Court
Hall of Justice
400 County Center; 2nd Floor
Redwood City, Ca. 94063-1655
Dear Honorable Grandsaert,
The Hillsborough City School District in conjunction with the
Hillsborough Police Department as well as other technology-using
educational organizations has developed a district wide cyber safety
program. All of our counselors and technology employees attended
“I-Safe” training which resulted in a district-wide cyber safety plan.
We have a cyber safety week where all children in the district receive
instruction about safe practices appropriate to their ages. Our internet
use policy also addresses the issue of appropriate use of technology.
The Hillsborough Police Department conducts parent education
programs at our schools regarding internet safety.
As is apparent from the above discussion we agree with the San
Mateo County Civil Grand Jury Report first recommendation. We
also agree with recommendation number two requiring an acceptable
use policy, something in place presently in all of our schools.

Sincerely,

Marilyn Loushin-Miller
Superintendent, Hillsborough City School District

REDWOOD CITY SCHOOL DISTRICT
750 Bradford Street • Redwood City • CA 94063 (650) 423-2200 FAX: (650) 423-2204

Board of Education
Patricia Wright, President
Shelly Masur, Vice President
Craig Baker
Maria Diaz-Slocum
Dennis McBride

Superintendent
Jan Christensen

July 24, 2007
Hon. John L. Grandsaert
Judge of the Superior Court
Hall of Justice
400 County Center, 2nd Floor
Redwood City, CA 94063-1655
Dear Judge Grandsaert,
I am responding to the request for information from Redwood City School District
(RCSD) regarding the report on “Are Middle School Students in San Mateo County
Trained in Issues of Internet Safety?”
RCSD agrees with the Grand Jury’s findings. Below is a response to each of the
recommendations.
1. Internet Safety Program – The recommendation has not been implemented yet.
During Fall 2007, the district will form steering committees as part of a five-year
strategic plan. At that time, RCSD will determine the viability of adopting a
district wide Internet Safety Program for the 2008-2009 school year.
2. Acceptable Use Policy (AUP) – The recommendation has been implemented since
2001. Enclosed with this letter is a copy of the district’s student AUP with the
lines highlighted that define cyberbullying and consequences.
Please let me know if you have any questions or need further assistance.
Sincerely,

Jan Christensen
Superintendent
07.43

Student Internet Safety Policy & Acceptable Use Agreement for Technology
Redwood City Elementary School District
1.

Each student must have a completed Student Internet Safety Policy & Acceptable Use Agreement for Technology on file, stating
whether or not he/she will abide by Redwood City School District’s (RCSD) Internet Safety Policy and rules regarding
technology (tech) resources. Signatures of students and parents/guardians indicate an agreement to comply with District
standards and honor the agreement they have signed.

2.

Access is a privilege - not a right. Access entails responsibility and is only for the District’s educational and business purposes.
Students are individually responsible for their behavior when using the District’s tech resources. General District rules and
policies for behavior apply. Students may not engage in inappropriate behavior when using the District’s tech resources.
Examples of inappropriate behavior are:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Using tech resources without appropriate permission or access
Intentionally damaging, degrading or wasting any tech resource
Using tech resources to harass, insult or attack others
Sharing or copying another’s work without his/her consent
Altering or using another user’s account, password, folders, files, etc. without the other user’s express permission
Copying material from the Internet or RCSD’s computer system and representing it as your or another’s own work or
violating copyright laws
Using tech resources to create, find, share or download offensive, obscene language and/or images or child pornography or
any other visual depictions that are harmful to minors
Accessing or participating in real-time chatting (e.g. chat rooms, instant messaging) without the express consent of District
personnel
Disclosing your or someone else’s home address, phone number or other personal information
Providing credit card or other financial information or conducting financial transactions over the Internet
Knowingly participating in any way in the transmission of computer viruses or the spread of other harmful computer
programs
Modifying or altering RCSD’s computer systems (e.g. downloading or installing software on the computer system or
attaching peripheral hardware such as disk drives, printers, etc.)
Hacking, e.g. gaining or attempting to gain unauthorized access to computer systems, unauthorized viewing, copying,
downloading, locking or otherwise altering of RCSD’s computer systems
Using the RCSD computer system for personal financial gain or in a manner otherwise inconsistent with the District’s
pedagogy, mission and goals
Using RCSD’s tech resources for any illegal purpose

3.

The District reserves the right to access student work, files, folders, accounts, passwords, etc. and other Internet accessed
information kept on RCSD’s computer systems; and to modify and/or delete those items in the interests of security, maintenance
or other legitimate District purpose.

4.

Because RCSD cannot control information from the Internet, it and its employees will not be held accountable for any claims,
liabilities, demands, causes of action, costs, expenses or obligations of any kind, known or unknown, arising out of or in any way
relating to your own or your child’s use of the Internet.
Pursuant to the Children’s Internet Protection Act and the Neighborhood Children’s Protection Act, RCSD uses a software
program (Surf Watch) to filter inappropriate material found on the Internet. It is not foolproof, and during school, teachers and
staff will guide students toward appropriate materials. Outside of school, families bear the same responsibility for such guidance
as they use information sources such as the Internet, television, telephones, movies, radio and other media.

5.

Violation of these rules is unacceptable and may result in a loss of access and privileges, suspension as well as other disciplinary
or legal action deemed necessary.
................................................................................................................................................................................................................................
Please complete ALL of the information below and return this form to your child’s school. It MUST be completed, signed and
returned regardless of whether you WILL allow your child to use the RCSD tech resources based on the above rules OR
whether you WILL NOT allow your child to use the RCSD tech resources. RCSD supports and respects each family's right to
decide whether or not your child has access to these resources.
We, child and parent/guardian, have read RCSD’s Internet Safety Policy & Student Acceptable Use Agreement for Technology. We
have discussed this policy and understand that
(student name) is required to follow the rules for
acceptable use of technology. We understand that we will be liable for any violations of these rules and that
(student name) will be subject to potential disciplinary action for violating these rules and/or the policy as well as loss of
access and user privileges. (Please ONLY check one box.)
We, child and parent/guardian, accept this policy and agree to abide by its rules and mandates; our acceptance will allow
(student name) to use RCSD’s tech resources—computer hardware/software and networks and
the Internet (e.g. electronic mail, the World Wide Web). We hold RCSD and its officers, board members, employees and
agents harmless from and against any and all liability, loss, expense or claim for injury or damages students may have arising
out of the use of RCSD’s tech resources.
We, child and parent/guardian, do not accept this policy; we understand that
(student name)
will not be allowed to use RCSD’s tech resources—computer hardware/software and networks and the Internet (e.g.
electronic mail, the World Wide Web).
Student Name (please print)

Student Signature

School

Room Number

Parent/Guardian Name (please print)

Parent/Guardian Signature

Date

Home Phone

Grade

Pacifica School District
375 Reina Del Mar Avenue j Pacifica, California 94044
(650) 738-6600 j (650) 557-9672 (fax)
Academic Excellence Ì Standards for Success
www.pacificasd.org

Board of Trustees
Karen Ervin
Laurie Frater
Connie Menefee
Michael O’Neill
Joan Weideman
District Administration
James Lianides, Ed.D.
Superintendent
Susan Vickrey
Assistant Superintendent
Josephine Peterson
Chief Business Official

August 28, 2007
Honorable John L. Grandsaert
Judge of the Superior Court
Hall of Justice
400 County Center, 2nd Floor
Redwood City, CA 94063-1655
Re: Internet Safety Instruction
Dear Judge Grandsaert:
The Pacifica School District is in receipt of the June 21, 2007 Civil Grand Jury Report which
contains findings and recommendations regarding internet safety instruction, specifically: Are the
Middle School Students in San Mateo County Trained in Issues of Internet Safety?
The Pacifica School District actively blocks all inappropriate websites and social networking sites,
such as MySpace, from computers that are accessible by students. However, there is heavy use of
the social networking sites at home by students that the schools have had to address related to
issues of cyber-bullying occurring off campus and spilling over onto the school sites. School
administrators have taken the position that when off-site cyber-bullying leads to a hostile, bullying
atmosphere on a school campus, the bullying is subject to school disciplinary procedures.
Nothing in the Civil Grand Jury report references the critical importance of parental responsibility
for Internet use at home. The District strongly believes that Internet safety cannot be entirely
addressed by schools.
Fortunately, the i-SAFE website offers much information and support for parents. The Pacifica
School District will work with principals to ensure that school newsletters include information about
i-SAFE to parents.
In response to the Grand Jury’s recommendations, the Pacifica School District submits the
following:
1. Recommendation:
Adopt an Internet safety program for all sixth, seventh and eighth grade students.
This program should be based on the i-SAFE model and be implemented no later
than the 2008-09 school year.
District Response:
The Pacifica School District Board of Trustees agrees that Internet Safety is a priority and that
middle school students should receive instruction regarding its importance. The Pacifica School
District will support the use of i-SAFE curriculum and materials at 6th–8th grade levels throughout
the District in which students participate in a technology-media lab elective. The Board will actively
promote its use by parents, recognizing that the greatest risk to safety on the Internet occurs at
home when use is unregulated.

2. Recommendation:
Adopt an Acceptable Use Policy that clearly defines cyber-bullying and includes a
no-tolerance policy of cyber-bullying activities with detailed consequences if this
policy is broken.
District Response
The Pacifica School District Board of Trustees agrees that Acceptable Use Policies are essential
prior to student use of the Internet. The District will add a stronger reference to cyber-bullying and
its disciplinary consequences to the Pacifica School District’s technology acceptable use policy.
Students and parents are required to sign a new agreement annually before students are permitted
Internet Access.
Sincerely,

James Lianides, Ed. D.
Superintendent
JL:sc
Cc:

Pacifica School District, Board of Trustees

August 20, 2007

Honorable John L. Gransaert
Judge of the Superior Court
Hall of Justice
400 County Center, 2nd Floor
Redwood City, Ca 94063-1655
RE:

ARE THE MIDDLE SCHOOL STUDENTS IN SAN MATEO COUNTY
TRAINED IN ISSUES OF INTERNET SAFETY Report

This letter is in response to the Grand Jury’s recommendations for middle school students
and issues of internet safety.
Cabrillo Unified School District is in agreement with the Grand Jury findings and has had
a program in place for several years. Enclosed, please find a copy of the summary and
actions that have been implemented.
Sincerely,

John Bayless, Ed.D.
Superintendent
JB/cmd
Enclosure

BURLINGAME SCHOOL DISTRICT
Regarding the issue of:
Are the Middle School Students in San Mateo County Trained in Issues of Internet Safety
Report
Burlingame School District, one of the respondents, agrees with the finding.
The recommendation has not yet been implemented, but will be implemented in the future,
with a time frame for implementation

San Mateo-Foster City School District

September 14, 2007
Hon. John L. Grandsaert
Judge of the Superior Court
Hall of Justice
400 County Center, 2nd Floor
Redwood City, CA 94403
Re: Are the middle school students in San Mateo County trained in issues of
Internet Safety Report
Dear Judge Grandsaert,
The San Mateo-Foster City is in receipt of the Grand Jury Report of June 21, 2007
which contains findings and recommendations: Are the Middle School Students in San
Mateo County Trained in Issues of Internet Safety?
1. Recommendation:
Adopt an Internet safety program for all sixth, seventh and eighth grade students. This
program should be based on the i-SAFE model and be implemented no later than the 20082009 school year.

Board of Trustees:
Jack E. Coyne, Jr.
Mark D. Hudak
Lory Lorimner Lawson
Melodie Lew
Cathy Rincon
Superintendent:
Pendery A. Clark, Ed.D.

1170 Chess Drive
Foster City, CA
94404
(650) 312-7700
FAX (650) 312-7779
www.smfc.k.12.ca.us

District Response:
The San Mateo-Foster City School District agrees with the findings of the Grand Jury and as
a result of the findings proposes to implement content from the iSAFE Program in grades
six, seven and eight. The timeline for the plan is to pilot the program at one of our middle
schools in the Fall of the 2007-2008 school year and then adapt the program based upon
feedback from this pilot. Our other three middle schools will then present the program to all
three grades in the spring of the 2007-2008 school year. (See attached Plan.)
2. Recommendation:
Adopt an Acceptable Use Policy that clearly defines cyber-bullying and includes a notolerance policy of cyber-bullying activities and detailed consequences if this policy is
broken.
District Response:
The San Mateo-Foster City School District agrees with the Grand Jury’s findings that
Acceptable Use Policies are essential prior to student use of the Internet.

The San Mateo-Foster City School District has implemented Policy 5200,
Student Use of Online and Networked Services, which is detailed and specific.
Students and Parents are required to sign a User Agreement and Parent
Permission Form at the start of each school year indicating that the student and
parent/guardian understand and agree to abide by specified user obligations and
responsibilities. Discipline consequences are included. The Regulation clearly
specifies rules for Online Behavior, which include harassment, threat or display
of offensive messages or pictures, and use of appropriate language with no
swearing, vulgarities or use of other inappropriate language.
Please let me know if you have any questions or need further assistance.
Sincerely,

Pendery A. Clark, Ed.D.
Superintendent
Attachments

cc: Board of Trustees
Cabinet
County Superintendent

Internet Safety for Students, Staff & Parents
In the San Mateo-Foster City School District, we have identified five Goals for using
technology as a tool for integration and differentiation in our district. Goal 5 states that
“Each student will use technology ethically, legally and responsibly.” In support of that
goal, the San Mateo-Foster City School District Technology Liaison Team, comprised of
one teacher from each of our twenty K-8 schools, serves as a resource for teachers
throughout the district to have access to tools and training to keep students safe as they
use online tools in our classrooms and computer labs.

During the 2006-2007 academic year,
school Technology Liaison provided
large, colorful, glossy informational
safety posters (pictured here) for all
classrooms in every school, lab and
library in the San Mateo-Foster City
School District.
Posters for new 2007-2008 teachers
will be delivered to classrooms after
the first Technology Liaison meeting in
the fall of 2007. The posters were
designed by our local California
Technology Assistance Project, and
link to the areas of Personal
Information, Cyber Predators,
Inappropriate Content, Social
Networks, Intellectual Property and
Cyberbullying. The links are divided
into three categories: Information for
Teachers, Information for Parents, and
Information for Kids, and can be found
at http://www.ctap4.org/cybersafety/
In addition to the above resource, in the
fall of 2007, we propose to implement
content from the iSafe Program at
http://www.isafe.org in grades six, seven and eight. We will begin with a pilot project in
the sixth-grade Exploration Elective Wheel at Bowditch Middle School, as all sixth-grade
students are participate in “Cyber Safety Week” during the last week of their required
keyboarding elective. During this week, the teacher will introduce students will

participate in hands-on discussion and interactions in the following areas:
•
•
•
•
•

Day 1: Online pre-assessment and Lesson 1 Cyber Community small group
worksheet follow-up
Day 2: Cyber Security Discussion with small group activity worksheet follow-up
Day 3: Cyber Safety Discussion with small group activity worksheet follow-up
Day 4: Predator Identification Discussion small group activity worksheet followup
Day 5: Intellectual Property / Copyright Discussion with small group activity
worksheet follow-up, online post-assessment, and distribution of certificate for
completion of “CyberSafety Week.”

This pilot project at Bowditch Middle School would be followed by a staff development
training for all middle school keyboarding teachers to follow this model during an
upcoming Professional Development Day either this spring or in the fall.
For Grades seven and eight, we have a two possibilities for consideration:
•
•

1) A series of two yearly grade-level assemblies in Cyber Safety topics or …
2) Integrated math lessons, based on CST tested standards that math teachers are
already teaching. The lesson pages attached could be divided between Grade 7
and Grade 8 math teachers, and would be incorporated into the curriculum when
the middle-school math teacher gets to the graphing and statistics section in the
regular curriculum.

A staff development afternoon for the 40 or so SMFCSD math teachers would be a must
to make this dynamic possibility a reality.
In addition, all library staff have requested training in Internet Safety and could be trained
to use iSafe materials at their first meeting in fall 2007 (November 13, 2007 between
8:00-12:00), and all Technology Liaisons could be trained during the first District Liaison
meeting day in the fall. Training agenda would include:
1) Introduce national Internet Safety statistics using the iSafe PowerPoint presentation
provided by the program [15 min]
2) Direct participants to the iSafe site http://www.isafe.org and guide them through
registration [10 min]
3) Direct participants to the online video training module to become certified as iSafe
trainers, followed by a short discussion [45 min]
4) Support participants as they file an Instructional Plan for their schools so that
downloadable materials will become available for each of the 20 SMFCSD school sites.
[15 min]

5) Review resources for students, parents, and teachers found on the colorful CTAP
Internet Safety poster, present in all SMFCSD classrooms and libraries.
6) Distribute a printed certificate of completion, ready to frame.
Prepared by:
Mary Buckman, SMFCSD Technology Coach

Capistrano USD Student Acceptable Use Policy

San Mateo-Foster City School District
POLICY 5200
STUDENT USE OF ONLINE AND NETWORKED SERVICES
The Board of Trustees recognizes that technology provides ways to access the most current and extensive
sources of information. Technology also enables students to practice skills and to develop reasoning and
problem-solving abilities.
Online services/Internet Access
The Board intends that Internet and other online resources provided by the District be used to support the
instructional program and further student learning. To that end, every effort shall be made to provide equal
access to technology throughout the District’s schools and classes.
The Superintendent or designee shall establish guidelines governing student access to and use of
technology. The regulations shall include, but not be limited to, the following:
Student Acceptable Use Agreement
Students and parent/guardian shall sign User Agreement and Parent Permission Form at the start of each
school year indicating that the student and parent/guardian understand and agree to abide by specified
user obligations and responsibilities;. Parents will agree to accept responsibility for informing their child
about the acceptable use regulations outlined in the accompanying Student Acceptable Use of Online and
Networked Services regulations.
The Superintendent shall direct staff to supervise and guide students toward appropriate materials while
using online services. Teachers may ask adult instructional assistants to assist in this supervision. The
Superintendent will enforce the No Child Left Behind Act (Title II, Part D) requiring use of a technology
filtering tool to block or filter Internet access to material harmful to minors in the areas of: pornography,
hate speech, weapons, violence, and gambling.
The Superintendent or designee shall establish administrative regulations governing use of the District’s
online services. He/she shall ensure that users have no expectation of privacy and understand that District
staff will monitor online activities to ensure proper use of the system. Students who fail to abide by these
regulations shall be subject to disciplinary action, revocation of the user account, or legal action as
appropriate.
Legal References:
EDUCATION CODE
51006 Computer education and resources
51007 Programs to strengthen technological skills
51870-51874 Education technology
60044 Prohibited instructional materials
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PENAL CODE:
313 Harmful matter
502 Computer crimes, remedies
632 Eavesdropping on or recording confidential communications
UNITED STATES CODE, TITLE 20:
6751-6777 Enhancing Education Through Technology Act, No Child Left Behind Act, Title II, Part D
Approved May 18, 2006
Revised May 1, 2006
REGULATION 5200
STUDENT ACCEPTABLE USE OF ONLINE AND NETWORKED SERVICES
The following regulations are designed to guide District staff in implementing the Board’s policy on the
Student Use of Online and Networked Services.
1. The Director of Technology in collaboration with the District Technology Advisory Committee
and the Instructional Technology Team, will maintain responsibility for designing and implementing
processes for protecting students and preventing violation of district regulations and local, state, and
federal laws.
1. Students and parents of student users of the school and School District Internet connection will be
required to sign an annual User Agreement and Parent Permission Form which will be kept on file as a
legal, binding document.
2. Parents will be required to sign an annual “Student in Media Consent” form indicating whether or
not their student’s image or work may be used in materials published online by school or district
personnel.
4. Staff and Students who have access to electronic information resources will receive instruction by
trained staff in the acceptable use of these electronic and online resources, rules for online behavior
(network etiquette), access privileges, and penalties for violation of the system.
5. District staff will maintain open communication with students and parents about how the Internet
is being used in the classroom in order to avoid misunderstandings and undue concern. Possible means
of communication include newsletters, online correspondence, and/or parent education sessions.
Links to supplemental materials regarding internet safety and security will be posted in appropriate
sections of the district website.
6. Classroom teachers will supervise student use of online information systems and guide students
toward appropriate materials. Teachers and adult classroom/lab aides will ensure that students abide
by the rules of network etiquette online behavior defined in the Acceptable Use Agreement.
7. District staff will maintain the district computer and telecommunications systems and monitor
internet and e-mail filtering tools to ensure proper maintenance and use.
RULES FOR ONLINE BEHAVIOR
Students are expected to abide by the generally accepted rules of network etiquette. These include, but are
not limited to, the following:
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●

●
●
●

Use the internet as directed by a teacher or aide. Do not use the internet to harass, threaten or display
offensive messages or pictures.
Use appropriate language. Do not swear, use vulgarities or use any other inappropriate language.
Do not violate copyright laws or plagiarize the work of others found on the net.
Do not reveal your personal address or phone number, or the addresses and phone numbers of other
students.
• E-Mail, chat rooms, instant messaging, blogging or other social networking is prohibited except
when approved for student learning and directly supervised by teaching staff.

Text or graphic material created on or saved to district systems is not private. Any material relating to or in
support of prohibited or illegal activities shall result in loss of access privileges, disciplinary action, and/or
legal action as appropriate.

Revised: May 1, 2006

Student Internet and Electronic Online Networked Services

2007-2008

USER AGREEMENT AND PARENT PERMISSION FORM
As a user of the San Mateo-Foster City School District’s computer network, I agree to comply with the
rules outlined in Regulation 5200 “Student Use of Online and Networked Services, Acceptable Use of
Electronic Information Resources”. I also agree to follow all rules and regulations regarding use of
electronic devices and network access posted in classrooms, libraries and laboratories throughout my
school. I understand that breaking the rules and regulations may result in loss of internet privileges and
other disciplinary measures.

Student Signature
As parent or legal guardian of the minor student signing above, I grant permission for my child to access
networked computer services. I understand that individuals and families may be held responsible for violations of district and school rules governing use of electronic information sources. I accept responsibility
for informing my child about the acceptable use of the internet as outlined in “Rules for Online Behavior”
Regulation 5200.

Parent/Guardian Signature

Date

Parent/Guardian Name (please print)
Student Name
Grade

School
Home Room Teacher
C2:DistSys:YearBegin:StuAUP

LA HONDA-PESCADERO UNIFIED SCHOOL DISTRICT
P.O. Box 189 • 620 North Street, Pescadero, CA 94060
650-879-0286 • FAX 650-879-0816
Timothy A. Beard, Superintendent
A Lighthouse District

September 14, 2007
Hon. John L. Grandsaert
Judge of the Superior Court
Hall of Justice
400 County Center, 2nd floor
Redwood City, CA 94063-1655
Hon. Judge Grandsaert:
This letter is in reference to the 2007-08 County Grand Jury report on Internet Safety and Middle School Students. The
La Honda-Pescadero Unified School District has considered the Grand Jury’s findings and submits this letter in
response to the recommendations to school districts in the County.
The District is in agreement with the core of the report’s concern, namely that middle school students are vulnerable to
the threats of cyber predation and cyber bullying on the Internet. The District believes that we must provide instruction
on the Internet to help our students and parents understand the potential dangers they may find there.
To that end, we will take the following steps to address the problem:
• Revise our Acceptable Use Policy this year to include specific language regarding cyber bullying.
• Provide parent training on using the Internet and Internet safety to help parents understand what their children
are exposed to on the Internet.
• Explore Internet safety programs such as i-SAFE and implement such curriculum by the 2008-09 school year.
The findings of the Grand Jury report will be helpful to us as we plan our strategy to address this issue.
Sincerely,

Timothy A. Beard,
District Superintendent

PORTOLA VALLEY SCHOOL DISTRICT

PVSD

4575 Alpine Road • Portola Valley, CA 94028
Phone: (650) 851-1777 • Fax: (650) 851-3700 • www.pvsd.net

Anne E. Campbell, Superintendent

Board of Trustees
Donna Carano
Donald Collat
Teresa Godfrey
Karen Jordan
Ray Villareal

September 5, 2007

Hon. John L. Grandsaert
Judge of the Superior Court
Hall of Justice
400 County Center; 2nd Floor
Redwood City, CA 94063-1655
Dear Judge Grandsaert,
The Portola Valley School District Governing Board has received the Grand Jury’s
recommendation regarding training middle school students in issues of internet safety.
The Governing Board agrees with the Grand Jury that internet safety for middle school students
is an important area for concern. The Portola Valley School District will examine its delivery of
internet safety instruction to middle school students and will make additions as needed. The iSAFE model will certainly be considered as a possible option.
The Governing Board is in the midst of reviewing all of its Board policies, so it will take the
Grand Jury’s recommendations under advisement as it considers how to define and confront
cyber-bullying. We do want to assure you that our students, parents, and teachers all sign a
network use policy agreement which clearly spells out expectations for appropriate use of the
internet at school and when working on school-related projects.
Thank you for the opportunity to respond regarding this important issue.
Very truly yours,

Karen Shishino Jordan
Board President

Ormondale School

Corte Madera School

200 Shawnee Pass

4575 Alpine Road

Portola Valley, CA 94028

Portola Valley, CA 94028

BOARD OF TRUSTEES

ADMINISTRATION

Russ Hanley

David E. Hutt, Ed.D.
Superintendent

William J. Henderson Jr.

Lynn Orong

Christopher P. Kiely

Chief Business Officer

Kevin J. Martinez
James R. Prescott

Response to Recommendation

1. Adopt an internet safety program for all sixth, seventh and eight
grade students.
The respondent agrees with the finding. We have already adopted an
Internet Safety Program, as documented by our most recent Technology
Plan; approved and on file wit the California Department of Education.
Further, as stipulated by District Policies and Regulations 6162.7 (Use of
Technology in Instruction) and 6163.4 (Student use of Technology).

2. Adopt an Acceptable use Policy that clearly defines cyber-bullying
and includes a no-tolerance policy of cyber-bullying activities with
detailed consequences if this policy is broken.
The respondent agrees with the finding. Each sixth, seventh and eighth
grade student has to sign and comply with a student Internet Use
Agreement (copy attached).

__________________________________
James R. Prescott
Clerk, San Bruno Park School District
Governing Board

__________________________
Date

500 Acacia Avenue • San Bruno, California 94066-4298 • Phone: 650 • 624-3100 FAX: 650 • 266-9626

To:

Honorable John L. Grandsaert
Judge of the Superior Court
Hall of Justice
400 County Center-2nd Floor
Redwood City, CA 94063-1655

From:

San Carlos School District
Steven G. Mitrovich, Superintendent
826 Chestnut Street
San Carlos, CA 94070

RE:

Response to San Mateo County Grand Jury Report: Middle School
Student Training in Internet Safety in San MateoCounty

Recommendations by the Grand Jury:
Finding 1:
All middle schools in the County appear to be in compliance with California
Education Code Sections 18030.5, which require them to establish rules for use of
school-provided computers and Internet connections. All elementary School districts
in the County have developed Acceptable Use Policies (AUP) that are much like
contracts. They outline how students are to use school-provided computer
technology, including what uses are or are not allowed, and the consequences for
violating the policy. Typically, the student, and the student’s parents sign the AUP.
SCSD Response: Agrees
Finding 2:
According to the survey, County districts spoken to have technical liaison positions in
each middle school. These positions interface with a lead technical advisor in their
respective offices who may provide workshops and updates for the schools’ technical
liaisons.
SCSD Response: Agrees
Finding 3:
Many elementary school districts offer handouts and display posters cautioning
students about cyber-bullying and cyber-predators, as well as warning students of the

potential dangers inherent in social networking sites, such as MySpace and
Friendster.
SCSD Response: Agrees.
Finding 4:
Some County middle schools include Internet safety as part of the instruction in
computer science classes, but no public elementary school district has established a
curriculum that specifically deals with Internet safety.
SCSD Response: SCSD has not established a curriculum that specifically deals
with Internet safety.
Finding 5:
Several organizations offer Internet safety support to schools, parents and students;
some also offer curriculum and consultation. Of the organizations researched by the
Grand Jury, a nonprofit foundation called I-safe provided the most comprehensive
and detailed training a support. It offers a K-12 curriculum and a community
outreach program to students, law enforcement and community. I-SAFE is funded by
the U.S. Department of Justice and does not charge for its services.
SCSD Response: Agrees
Finding 6:
Some schools in the County have Internet safety components in computer lab classes,
but not all students are required to attend these classes.
SCSD Response: SCSD does not have a specific Internet safety curriculm taught
in all classes.
Finding 7:
The survey of all school districts in the County indicate that there is no district-wide
curriculum covering issues of cyber-predators, cyber-bullying or approvpiate offcampus computer use.
SCSD Response: Agree.

Recommendation 1:
Adopt an Internet safety program for all sixth, seventh and eighth grade students.
This program should be based on the i-SAFE model and be implemented no later than
the 2008-2009 school year.
SCSD Response: Partially agree. The District first wants to review this
recommendation with legal counsel. The District also plans to review this
recommendation with the district technology committee and administrative

council. Finally, any new curriculum would have to be approved by the Board
of Trustees.
Recommendation 2:
Adopt an Acceptable Use Policy that clearly defines cyber-bullying and includes a
no-tolerance policy of cyber-bullying activities with detailed consequences if this
policy is broken.
SCSD Response: Partially agree. The District will adopt a new Acceptable Use
Policy. The consequences of non-compliance with this policy will be consistent
with the enforcement of other policy violations.
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September 12, 2007

Hon. John L. Grandsaert
Judge of the Superior Court
Hall of Justice
400 County Center, 2nd Floor
Redwood City, CA 94063-1655

Re: Response to Grand Jury Findings and Recommendations, Internet
Dear Judge Grandsaert:
This response refers to the Brisbane and Bayshore School Districts.

Findings
The respondents agree with the findings.

Recommendations by the Grand Jury
1.

Adopt an Internet Safety program based on i-SAFE model and to be implemented no later
than the 2008-09 school year.

Respondents are reviewing the i-SAFE model at this time. This program includes many
useful elements. However, the districts must carefully analyze the amount of instructional time
required for complete implementation in the context of the requirements that all children learn
state standards. At this juncture, the administrators believe that some of the modules from iSAFE can and should be integrated into the instructional program. Whereas, the topics covered
in other modules are either not serious issues at this time or are adequately addressed in other
ways. The staffs from both districts will continue to review modules and plan for
implementation during the 2008-09 school year. Moreover, staffs are exploring and
implementing other approaches to reduce bullying, including counseling groups, “Families” and
presentations. Brisbane School District employs a Lifeskills program, and Bayshore School
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District is implementing Lifeskills at the primary grades and “Character Counts,” in conjunction
with the Daly City Police Department, at the Intermediate school.
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2.

Adopt an Acceptable Use Policy that Clearly defines Cyber-bullying and includes a notolerance policy of cyber-bullying with detailed consequences if the policy is broken.

Respondent districts currently have use policies for district computer equipment.
Districts are wrestling with the First Amendment issues related to free speech and middle school
students for cyber-bullying that occurs off campus. Districts are further wrestling with the
implications of“no-tolerance” as applied to middle school students and the appropriate
consequences for cyber-bullying. At this time, both districts treat cyber-bullying on campus
comparably to person-person bullying that occurs. Districts define “no-tolerance” to mean that
students experience consequences for each act, including the first offense. The consequences are
dependent upon the seriousness of the incident, and include conflict resolution, detention, life
skills homework, meetings with the student and her/his parents, and suspension.

Sincerely,
{signature}

Stephen J. Waterman, Esq.
Superintendent
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