
  

IINN  THE SUPERIOR COURT OF THE STATE OF CALIFORNIA 

IN AND FOR THE COUNTY OF SAN MATEO 

 

Special Set Calendar 

Judge: HONORABLE DONALD J. AYOOB 

Department 27 

 

400 County Center, Redwood City 

Courtroom 7B 

 

Tuesday, May 9, 2023 

 

 

IF YOU INTEND TO APPEAR ON ANY CASE ON THIS CALENDAR 

YOU MUST DO THE FOLLOWING:  

 
1. YOU MUST CALL (650) 261-5127 BEFORE 4:00 P.M. TO 

INFORM THE COURT OF YOUR INTENT TO APPEAR. 

2. You must give notice before 4:00 P.M. to all 
parties of your intent to appear pursuant to 

California Rules of Court 3.1308(a)(1). 

 

Failure to do both items 1 and 2 will result in no 

oral presentation. 

 

Notifying CourtCall with your intent to appear is not 

an alternative to notifying the court. 

 

All Counsel are reminded to comply with California 

Rule of Court 3.1110.  The Court will expect all 

exhibits to be tabbed accordingly.   

 

    Case                  Title / Nature of Case 

 

People v. Alexander Levy    Ruling on Motion to Suppress 

 

Procedural History 

 On November 17, 2022, Defendant’s preliminary examination commenced and a Motion 

to Suppress Evidence was heard in conjunction therewith. Pen. Code §1538.5(f). Defendant Levy 

waived his right to a single session preliminary hearing and testimony was completed on 

December 16, 2022. At the conclusion of the prosecution’s case Exhibits 2 and 4 through 12 were 
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admitted into evidence, Exhibit 3 was never proffered, and the defense objected to the 

admission of Exhibit 1, the “CyberTipline Report” (“Cybertip”). The court took the objection to 

Exhibit 1 under submission pending briefing by the parties and argument, which took place 

March 21, 2023. Thereafter, the court took the ruling on Exhibit 1 and the Motion to Suppress 

under submission. 

Statement of Facts 

 Tobias Wulff, the content safety manager for Dropbox, testified as an expert “in the 

policies and procedures of Dropbox as it applies to CSAM (Child Sexual Abuse Materials) 

reporting.” Wulff, who joined Dropbox in April of 2022, testified about CSAM reporting policies 

and procedures in place at Dropbox during his employ and he opined, based upon his training 

and review of historical company documents, that those same policies and procedures had been 

used by Dropbox prior to, and were in effect in, May of 2020.  

 The court finds the following facts: 

 Dropbox content reviewers enforce the company’s acceptable use policy and one of their 

duties is to identify CSAM in user accounts. A content file could get flagged for review by a user 

report or PhotoDNA, hash-matching technology. Dropbox policies require that the reviewer 

must visually review the entire content of a flagged file in the user account and classify CSAM 

material in one of four categories (A1, A2, B1, B2), determined by age of persons depicted and 

the nature of the acts displayed in the content. The classification of content as CSAM at Dropbox 

generates a Cybertip directly submitted to the National Center for Missing and Exploited 

Children (“NCMEC”). Exhibit 1 appears to comply with Dropbox reporting policies and 

procedures in that it reports 13 uploaded file CSAM classifications provided by Dropbox: A1 - 5, 

A2 -2, B1 -5, B2 - 1. When content gets classified, the report form populates the IP address that 

is the source of the content and also indicates the entire file content was reviewed.  
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 Sgt. Currie testified that the Cybertip report was provided along with the 13 files 

identified in the report and that he viewed all those files in their entirety without seeking a 

search warrant to do so. Sgt. Currie described the contents of three of the 13 files and those 

descriptions correlate to the previously described CSAM categories stated in Exhibit 1. He 

referenced the contents of all 13 files in later affidavits to obtain search warrants that led to 

identification and apprehension of the defendant, as well as collection of additional CSAM 

materials. 

Defendant’s Hearsay Objection 

 Defendant objects to the admission of Exhibit 1 as hearsay, and posits that absent 

admission of the Cybertip for the truth of the matter, there is no direct evidence before the court 

that a private search took place before Sgt. Currie, without the benefit of a warrant, opened and 

“searched” those computer files for CSAM content. Defendant further objects that the hearsay 

document cannot be relied upon to directly prove the scope of any antecedent search that may 

have taken place. 

 The People sought to avoid the hearsay bar through Wulff’s expert opinion, relying on the 

contents of Exhibit 1, to explain that the information supplied by Dropbox therein conforms to 

“the policies and procedures of Dropbox as it applies to CSAM reporting,” and that those policies 

require a Dropbox reviewer to “visually look at the content of the user account . . .  and classify 

it, prior to reporting it to NCMEC.” The People argue that, via Wulff’s explanation of Dropbox 

policy regarding classifying CSAM content, the existence of Exhibit 1 is circumstantial evidence 

that a Dropbox employee did examine the 13 files in their entirety. 

 Defendant contends that theory is of no avail unless the contents of Exhibit 1 are accepted 

for the truth of the matter asserted therein. As Defendant points out, Wulff could not, and did 

not, testify that an identified Dropbox reviewer in fact opened the files noted in Exhibit 1, and 

the People have failed to proffer any exception to the rule against hearsay that permits the 
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admission of Exhibit 1 for the truth of the matter asserted. Indeed, the People specifically 

acknowledged that Exhibit 1 was not being offered under the business record exception. 

 The court hereby admits Exhibit 1 in evidence for the non-hearsay purposes of 

showing the effect of the document on Sgt. Currie to explain his subsequent action, and to 

inform and illuminate the probative value of expert testimony about the fact of an extant 

Cybertip. 

The Private Search Doctrine 

 In People v. Wilson (2020) 56 Cal.App.5th 128, 137, the Court of Appeal addressed a 

similar situation, where four images identified as CSAM through proprietary hashing technology 

were later discovered attached to an email created in a Gmail account. The hashing technology 

classified all four images as “A1,” indicating depiction of prepubescent minors engaging in sex 

acts, and generated a Cybertip report to NCMEC that also indicated no Google employee 

manually reviewed the image files. Law enforcement investigators received the NCMEC report 

and viewed the attached images, then used that information to obtain search warrants, in much 

the same fashion as here. Id. at p. 138. Wilson challenged the warrantless search of the images 

attached to the email pursuant to section 1538.5. Id. at p. 139. 

 Wilson noted the Fourth Amendment does not apply to private searches and analyzed the 

effect of the private search by Google on the lawfulness of the subsequent warrantless search of 

the attached data files by law enforcement. “[I]f a government search is preceded by a private 

search, the government search does not implicate the Fourth Amendment as long as it does not 

exceed the scope of the initial private search.” Id. at p. 141, citing United States v. Jacobsen 

(1984) 466 U.S. 109, 115-117.  

 In Jacobsen, FedEx employees opened a damaged package and discovered plastic bags of 

a “suspicious white powdery substance” inside; they repackaged the contents and turned it over 

to the Drug Enforcement Administration (DEA). The DEA agents ultimately opened the plastic 
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bags, “and removed a small quantity of the powder to perform a field chemical test, which 

identified the substance as cocaine.” Id. at p. 142, citing Jacobsen, supra, at pp. 111-112. The 

legitimacy of the government search is tested by the degree to which law enforcement exceeded 

the scope of the private search; once the private search has frustrated the expectation of privacy 

in the matter searched, “the Fourth Amendment does not prohibit government use of the now 

nonprivate information.” Ibid, citing Jacobsen, supra, at pp. 115, 117. 

 Applying the principles from Jacobsen in the CSAM/Cybertip context, Wilson noted that 

Google had reviewed identical images in the past, scanned the defendant’s files for content 

matching hash values with content depicting CSAM, discovered four such images, and created a 

Cybertip report to NCMEC. The court found Google’s actions had frustrated any expectation of 

privacy Wilson held in the four images and the government was free to use this nonprivate 

information without violating the Fourth Amendment. Id. at p. 145. The court reached this 

conclusion despite acknowledging a Google employee did not contemporaneously view the four 

photos in question before sending them to NCMEC. Id. at p. 146. The court held that law 

enforcement’s opening and viewing of the files did not significantly expand on the antecedent 

Google search, rather it merely confirmed that which Google reported in the Cybertip. Id. at p. 

147. 

 The question of whether the People presented sufficient evidence here to conclude that a 

private search took place turns on the expert testimony of Wulff when viewed in light of the 

entire record. Defendant argues that the existence of Dropbox policies and procedures described 

by Wulff does not, standing alone, establish that those policies were adhered to with respect to 

the files at issue here. Juen v. Alain Pinel Realtors, Inc. (2019) 32 Cal.App.5th 972, 980.  

 Juen involved the question, in a contract context, of whether the parties had mutually 

agreed to arbitration where the arbitration clause in a copy of the real estate listing agreement 

was not initialed by the defendant Pinel. The original agreement had been destroyed in accord 
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with Pinel’s document retention policy. Pinel sought to establish that the original listing 

agreement had been initialed on behalf of the firm by introducing evidence that the managing 

broker, pursuant to their policy, custom and practice, would have adopted the election of the 

client and initialed the relevant provision, thus making the arbitration provision enforceable. Id. 

at pp. 976-977. The trial court found that because Pinel failed to establish that the provision had 

in fact been initialed by the managing broker, to indicate Pinel’s assent to the arbitration 

provision, it was not enforceable. Id. at p. 977. Affirming the trial court, the court of appeal 

found that “the Pinel defendants offered no evidence (directly or circumstantially through 

custom or habit) showing that [the listing agent] had actually presented plaintiff’s listing 

agreement to [the managing broker].” Id. at p. 980. The deficiency in the defendant’s showing in 

Juen was the absence of any circumstantial evidence that the plaintiff’s listing agreement was 

among those habitually reviewed and initialed by the managing broker. Id. at p. 981.  

 In contrast, here there is circumstantial evidence of a review of Defendant’s files by 

Dropbox. Given Wulff’s testimony that the classification of account material as CSAM triggers 

the creation of a Cybertip via NCMEC, the existence of the Cybertip is relevant, admissible 

circumstantial evidence that the 13 files in question were opened at least once by the Dropbox 

employee who classified 13 files into different categories, notwithstanding whether the 

classifications were true. The fact of the statement in Exhibit 1 that the 13 files were distributed 

among different categories defined by age and conduct of the persons depicted is significant 

circumstantial evidence that each file was opened and reviewed by a human who determined a 

CSAM classification, again whether or not those classifications were true and accurate.1 Simply 

                                            
1 Given the processes by which Dropbox flags suspected CASM material, a second private search may 
have been conducted by either a private third-party reporter or another Dropbox employee; either these 
same images were previously opened by a private party or identical images were “searched” by a Dropbox 
employee previously and placed in a repository at Dropbox, which then caused the files here to be flagged 
through hash technology. 
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put, the People have demonstrated by a preponderance of the evidence that a private search was 

conducted, whether the contents of Exhibit 1 are true or not. 

 Defendant also objects that there is no evidence of the scope of the private search, such 

that it cannot be determined whether Sgt. Currie’s search exceeded the scope of that done by 

Dropbox. Defendant notes that the default entry in Exhibit 1, automatically generated when the 

Dropbox employee assigns a classification, indicates the entire file was reviewed, but that Wulff 

could not, and did not, testify that was in fact the case as to these files. However, whether or not 

a file was reviewed in its entirety by the private entity is not determinative of whether an 

exhaustive review of the file by law enforcement thereafter exceeded the scope of the private 

search. Rather, the focus of the inquiry is on whether law enforcement learned anything about 

the contents of the files “‘that had not previously been learned during the private search.’” 

Wilson, supra, 56 Cal.App.5th at p. 145, quoting Jacobsen, supra, 466 U.S. at p. 120. Because 

Google had reviewed identical images previously, by hash technology identified the four images 

as CSAM, and classified them by their content, Google’s actions “frustrated any expectation of 

privacy Wilson possessed in the four photographs at issue” and law enforcement could use “this 

now nonprivate information without violating the Fourth Amendment.” Ibid, citing Jacobsen, 

supra, at p. 117.  

 Here, as in Wilson, no privacy interest remained in the 13 files that had been opened and 

classified by the private search conducted at Dropbox. Sgt. Currie learned nothing that had not 

been learned during the private search. Indeed, in Jacobsen the DEA agents went beyond the 

conduct of the FedEx employees, who discovered “a suspicious white powdery substance” in a 

package, by opening one of the bags of white powder and performing a field chemical test to 

confirm it was cocaine. See, id. at p. 142. “The advantage the Government gained thereby was 

merely avoiding the risk of a flaw in the employees’ recollection, rather than in further infringing 

respondents’ privacy. Protecting the risk of misdescription hardly enhances any legitimate 
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privacy interest, and is not protected by the Fourth Amendment.” Jacobsen, supra, at p. 119, 

accord Wilson, supra, at pp. 145-146. Here, as in Wilson, Sgt. Currie’s “actions in opening the 

files and viewing the images merely confirmed that the [reported] files were child pornography, 

as reflected in [Dropbox’s] Cybertip report.” Id. at pp. 147, 150. 

 Accordingly, there being no Fourth Amendment violation, the motion to suppress is 

DENIED. 

 Further the court finds: there is reasonable cause to believe the crimes alleged in the 

complaint have in fact been committed and further to believe Mr. Levy did commit those crimes. 

Defendant Levy will be held to answer the charges filed in an information to be filed within 15 

days from the entry of the court’s final order. 

 Any objections to this tentative Statement of Decision shall be in writing, filed and served 

by May 30, 2023. If neither party objects to this tentative Statement of Decision it will become 

the order of the court. 

 The parties are ordered to contact the clerk in Department 27 on or about May 31, 2023, 

to set an appearance date for conclusion of the preliminary examination. 

 

 

 

____________________________________________________________________________ 
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